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Analyst, Access Management

Responsibilities :

e Work collaboratively as a member of a Team to build and develop technical Identity
and Access Management solutions.

¢ Responsible for Development, Testing, and implementing identity management (policy service)
solutions using Sailpoint Identity 1Q, File Access Manager, SaaS based applications such as
Azure Active Directory, 0365, ServiceNow.

e Assist the Service and Project Team in troubleshooting and remediating issues.

e Provide subject matter expertise in Sailpoint 11Q, Oracle Identity Manager and Access
Management tools to build organization.

COMPETENCIES (KNOWLEDGE & SKILLS):

e Bachelor’'s degree in information technology, engineering, computer science, related field or
equivalent experience.

o Minimum 7+ years’ experience in Information Technology, preferably in Banking and Financial
services sector;

e Must have at least 5+ years of Build & Implementation experience with SailPoint IntentitylQ,
Sailpoint File Access Manager.

e Must have at least 3+ years of Java Development experience

o Must have at least 3+ years of working with databases with the ability to write complex SQL
gueries, functions and stored procedures on Oracle, MS SQL

e Must have a clear understanding of the concepts of Identity Management and end to end
information on workflow. Experience on develop custom workflow.

¢ Candidate must have an understanding of industry best practices for access administration
(Provisioning, de-provisioning), access enforcements (authentication protocols) and access
governance (certification, logging, monitoring etc.)

o Understanding of authentication and authorization technologies and federated identity
standards and protocols (multifactor authentication, certificate-based authentication, LDAP
Kerberos, OAuth, SAML, OpenID Connect)

e Working knowledge of Oracle Unified Directory, Oracle Internet Directory, Oracle Access
Manager, Oracle Identity Federation (OIF), desirable

e Expertise in troubleshooting complex technical issues

e Ability to design and implement workflow rule-based provisioning solutions to meet complex
business requirements.

e Experience in performance tuning, configuration, support, and troubleshooting.

e Excellent written, oral communication and reporting skills.

e Strong presentation skills with an excellent standard of English

e Strong problem solving and analytical skills with a troubleshooting mindset

Experience/Qualifications
. Minimum 5+ years of relevant experience
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